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Global Positioning System (GPS) is used in many applications: financial, security and tracking, 

transportation, agriculture, communications, weather prediction, scientific research, etc.  Because 

it is used for such a wide range of civilian purposes, when somebody wishes to disable one GPS-

based system, their actions can also disrupt other, unrelated systems. Jamming, directed at non-

aviation users, could affect aircraft operations. 

Of primary concern is the proliferation of radio communication jammers designed to defeat 

vehicle tracking and fee-collecting systems. Over the past few years, Industry Canada has 

encountered several cases of illegal importation, manufacturing, distribution, offering for sale, 

sale, possession and use of radio communication jamming devices, all of which are prohibited 

under the Radio Communication Act.  For an individual, a conviction under the Radio 

Communication Act carries a fine of up to $5,000 and/or imprisonment not exceeding one year. 

Signals from GPS satellites are very weak at the receiver antenna, so can be vulnerable to 

interference.  A radiocommunication jamming device, also known as a signal silencer, blocker or 

disabler, is a transmitter designed to interfere with, disrupt, or block radiocommunication signals 

and services. Many jamming devices are manufactured for the purpose of disrupting the 

functioning of GPS receivers, cellular networks and low-power communication devices (such as 

cordless telephones and Wi-Fi networks), sometimes combining jamming to two or more of 

these frequency bands in one device.  Depending on signal strength, these jammers can also 

prevent communication related to 9-1-1 and emergency services, while inadvertently and 

unknowingly in most cases, inhibiting aircraft in the vicinity from receiving GPS signals. 

Relying on GPS, Global Navigation Satellite System (GNSS) is approved for use in Canada 

during Instrument Flight Rules (IFR) in the en-route, terminal and approach phases of flight. 

GNSS permits aircraft operation on any desired flight path and allows pilots to choose fuel-

efficient routes. GNSS also supports better instrument approaches at many airports, reducing 

delays and diversions.  

IFR-certified GNSS avionics are designed to meet specified performance requirements in the 

presence of levels of interference, as defined in Annex 10 of the International Civil Aviation 

Organization (ICAO). Interference above defined levels may cause degradation or loss of 

service, but avionics standards require that such interference does not result in pilots receiving 

Hazardously Misleading Information (HMI). Pilots using IFR-certified GNSS avionics are 

protected against interference-induced navigation errors by the incorporated integrity monitoring. 

In the presence of interference, certified GNSS avionics would suppress HMI, inhibit further 

navigation using GNSS and, depending on the avionics manufacturer, may display a warning 

indicating that the external position source was unavailable. 



In the event of suspected GNSS interference or other problems with GNSS, pilots should advise 

Air Traffic Services and, if necessary, revert to using other forms of navigation. Pilots are also 

requested to complete a “GNSS Anomaly Report” (see the Transport Canada Aeronautical 

Information Manual COM section) or equivalent, in order to assist in the identification and 

elimination of sources of interference or degradation of the GNSS signal.  Signal anomaly 

reports can be submitted to NAV CANADA, P.O. Box 3411 Station 'T', Ottawa, ON K1P 5L6, 

Fax 1-877-663-6656 or e-mail service@navcanada.ca   

------- 

NAV CANADA's TechWatch Bulletin is a bi-annual publication designed to give customers and 

stakeholders in the ANS brief updates on planned changes to the technology and the processes 

used in providing service.  Sign up to receive NAV CANADA's TechWatch Bulletin here: 

http://www.navcanada.ca/EN/media/Pages/publications-operational-techwatch.aspx   

Direct Route is NAV CANADA’s newsletter for customers and stakeholders. Direct Route is a 

tool for telling NAV CANADA’s stories, and for communicating directly with you on some of 

the most important issues affecting the Air Navigation Service.  Sign up to receive Direct Route 

here: http://www.navcanada.ca/EN/media/pages/publications-corporate-direct-route.aspx   
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