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A CASE FOR CONVERGENCE: 
INTEGRATING PHYSICAL AND 
LOGICAL SECURITY 
Internet connectivity between countries and 
organisations, along with better and faster 
access to networks and end devices, has 
altered the way of doing business and drives 
economic engines both public and private. 
With an estimated 26bn Internet of Things 
(IoT) devices in place today, along with 
the security demands of cloud computing, 
artificial intelligence (AI) and machine 
learning, their number is set to explode in 
the subsequent  years as internet consumption 
rises and new gadgets and machinery hit the 
market. 

This digital transformation has produced 
a tectonic shift in how organisations deal 
with traditional risk management and 
control, particularly with respect to identity 
management, threat detection/investigation 
and the integration of physical security and 
cyber security. These topics, particularly the 
integration of physical and logical security, 
are ones that seasoned and senior cyber 
security professionals need to explore and 
benefit from through well-crafted papers for 
this cyber security peer reviewed journal. 

This vast digital transformation  in turn has 
generated expansive shifts in an organisation’s 
potential threat landscape. Uncovering 
and mitigating these threats requires smart AI 
applications which scrutinise existing 
hardware/software (HW/SW) platforms’ data 
beyond the processing capability of humans. 

Today’s threats come from a variety of 
sources, both digital and physical. Likewise, 
while most security attacks occur from 
the outside, it is the insider incidents such as 
accessing malicious web sites, phishing 
attacks and virus downloads that can cripple 
an organisation. Seasoned professionals 
are well aware of hardware and software 
tools that are available to help keep data 
secure, but they also realise the importance 
of developing sound security policies and 
ensuring that the organisational network 
can effectively implement and enforce those 
policies. Apart from the intricate mechanics 
of convergence, these concepts are key to a 
unified convergence concept. 

Cyber security professionals along with 
their counterparts in the physical realm 
cannot risk any tendency toward inaction 
as such decisions will undoubtedly result 
in a higher likelihood of attack (risk) along 
with the distinct possibility of becoming 
irrelevant in this fast paced and complex 
environment. Practitioners need to hear 
how these combined threats require clear 
visibility on the data linking these two 
realms. Integrated competencies and new 
insights will allow combined security players 
the ability to design more responsive and 
expansive countermeasures to enhance our 
ability to defend ourselves from a variety of 
attacks. 

It appears that convergence on cyber 
issues is also occurring at a faster pace than 
those for physical security systems. Yet 
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Figure 1:   How both aspects of security have similar/identical goals with respect to organisational security, which encourages both to work 
hand in hand to secure critical assets 
Source: PRISM 
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physical security is increasingly deploying a 
wide combination of edge and end devices 
for the protection of personnel, hardware, 
software, networks and data. One example 
is the recent introduction of 
Physical Security Information Management 
(PSIM) operational technology that provides 
a platform and applications created by 
middleware developers, designed to integrate 
multiple unconnected security applications 
and devices and control them through one 
comprehensive graphical user interface. This 
type of machine operational technology 
is combined with IT systems and physical 
security under the heading of converged 
security systems. 

One aspect of physical security that is 
typically misunderstood by cyber specialists 
is the fact that physical practitioners have 
traditionally used security management 
systems (SMS) that consists of a set of 
policies, processes and HW/SW systems 
to manage organisational risks. All 
peripheral devices in the physical realm of 
an organisation are processed through and 
displayed using SMS. SMS combined with 
PSIM elevated the physical folks directly 
into the convergence bundle. Of interest 
to IT folks is the fact that very few of the 
thousands of SMS platforms that cater to 
information and data security interests are 
on a converged platform (converged SMS 
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examples include Genetec, Arcules and 
SWHouse). 

We need to hear from the experts how 
the next level of effective technology 
evolution will enhance convergence and 
make organisations more secure. We 
now have all of the ingredients for full 
convergence of all systems, thanks to AI, 
secured communications and advancements 
in physical security Internet Protocol (IP)- 
based technology on the network. The fully 
converged future needs to be articulated, 
hopefully culminating in far more effective 
and greater intelligence, infrastructure and 
processing capabilities for organisations to 
engage. As physical security adapts toward 
infotech platforms, soon the demarcation 
of physical and infosec will become a blur. 
While physical security will still be driven 
by people, those same people will be better 
informed by the data given to them. 

Most importantly, we need to hear from 
the experts on how further combining 

logical and physical security will simplify the 
management of the security infrastructure, 
increase visibility to resources and achieve 
a higher degree of security for combined 
assets. We also need to better understand 
how full convergence can result in increased 
operational efficiencies, better assessment 
capabilities, and a greater return on risk 
management and control investments. 

The ultimate goal should be to convey an 
adequate level of protection for combined 
critical assets across the entire organisation, 
as well as to show how to scale potentially 
effective convergence platforms to detect 
and prevent security incidents and provide a 
unified base from which we can manage the 
response and recovery mechanisms after an 
incident occurs. 
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