
Cyber Security — Another Attack & Concern Growing 
 
eBay is the latest major corporation to have its 
customer data base hacked. Experts are calling it a 
massive hacking but — at least at the time we write this 
— eBay isn’t talking much about the attack. 
Spokeswoman Amanda Miller said eBay is working with 
authorities around the nation and the world.  
 
“We have relationships with and proactively contacted a number of state, federal and 
international regulators and law enforcement agencies. We are fully cooperating with 
them on all aspects of this incident,” she said. 
 
That cooperation is important as officials and law enforcement in Connecticut, Florida 
and Illinois investigate the eBay incident. Other states may have joined by the time you 
read this. And even if they find anything out, do they have any authority over eBay and 
others being hacked? 
 
Not really. 
 
(PIAW wants to know what you think? Take a short poll about cybersecurity.) 
 
On the political front. Congress is still going through the invasion of Target and other 
high profile breaches. The Federal Trade Commission is also looking into that breach 
and that of Neiman Marcus, Michaels and Experian Plc, the credit monitoring bureau.  
 
There is a push by some to have more government regulation and more rules on data 
security. But it’s just a push. Right now corporations and executives are accountable for 
breaches and making people whole but Jamie Court of Consumer Watchdog said that’s 
not enough.  
 
“There is definitely a climate shift. The departure of the Target CEO over the problem 
signals inside the board room and in the halls of government that these are betrayals of 
customers and that they won't be tolerated,” Court said.  
 
So how big is the problem? Huge if you look at statistics from the Department of 
Homeland Security’s Industrial Control Systems Cyber Emergency Response Team. It 
found there were 256 major incidents last year.  
 
Half of them took place in the energy sector and it wouldn’t take much in that sector to 
cause a major disaster in the U.S. Fortunately, none of the attacks to the energy sector 
caused much disruption.  
 
Toleration of cyber risk in this country goes two directions. The federal government is 
moving. Many of the cyber attacks in this nation have come from China. So a grand jury 
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has indicted five Chinese military officers. They’re accused of hacking American 
companies and stealing trade secrets. 
 
The Chinese aren’t happy with the indictments.   
 
The Chinese Foreign Ministry says the accusations 
are made up and the indictments are going to 
“damage Sino-American cooperation and mutual 
trust.” Qin Gang — speaking for the Chinese 
government — said, “The Chinese government's 
stance on the issue of Internet security is consistent 
and clear. … China is a staunch defender of network 
security, and the Chinese government, military and 
associated personnel have never engaged in online 
theft of trade secrets.”  
 
The Obama administration said it is committed to keeping its relationship with China 
“productive.” But the prevention of future attacks is a priority for the administration. 
 
As Weekly Industry News has noted in recent issues, cyber security is a growing 
concern for business. The accounting company BDO USA L.L.P. conducted a survey of 
retailers about data breaches and found 91% of businesses consider data base hacking 
to be a significant risk factor.  
 
Their poll last year had that figure at 85%. It’s more than twice the number from the 
2009 survey’s 46%. Privacy concerns and the maintenance of IT systems were a worry 
of 92% of those surveyed.  
 
But while it is a priority, is it intolerable? Probably not.  
 
The news service Reuters held a cyber security summit a couple of weeks ago. What 
the Cybersecurity Summit found is complacency about cyber attacks by the CEOs of 
corporations.  
 
Dale Peterson — who is the CEO of Digital Bond an industrial control systems firm — 
put it in perspective. He and others think it is going to take an attack that is nearly fatal 
to the economy to get the CEOs of these corporations off their chairs and doing 
something.  
 
Peterson said money is the issue. Industry and corporations will not spend the dollars 
needed to get the job done. The bottom-line is profits not security. Add to that an 
absence of pressure from business regulators, government and shareholders and the 
formula is in place for a catastrophe.  
 



He points out that most U.S. industrial systems — that includes energy plants, factories, 
government infrastructure, etc. — are built on systems that are designed to accept 
commands and these systems do not care who gives those commands.  
 
Most of the 256 incidents reported by the 
Department of Homeland Security took place  
through internet portals that have web access. 
Others were malware introduced to systems via 
thumb drives. It wouldn’t — Peterson said — take 
much to hack into one of these systems and give it 
destructive commands.  
 
“I’m convinced the C-level executives don’t understand the risks they’re accepting. 
These systems are insecure by design. If they truly understood the risk they were 
taking, they would find it unacceptable,” Peterson said.  
 
Stuart McClure is the CEO of Cylance. It’s a cyber security firm. He agrees with 
Peterson and doesn’t see industry doing anything. It’s just too expensive and there is no 
impetus to move forward. “What government does have to do, unfortunately, is to step 
in and provide a stick of some sort.” 
 
So far it’s not a very big stick. The Obama administration has come up with tests and 
cyber standards and wants industry to share its experiences and best practices with 
government. But these are suggestions and not requirements or regulations.  
 
And the administration apparently doesn’t want to go that direction and give the 
Department of Homeland Security that kind of power. Spokesman Jeh Johnson told 
executives at the summit, “I don’t believe that the answer is to regulate standards.”  
 
The bottom-line. Bells are ringing in corporate board rooms and at corporate 
headquarters. Peterson and McClure say they’re just not ringing loudly enough. 
McClure summed it up and said, “I fear that things won’t change until there is a major 
attack and people are shocked into taking action.”  
 

PIAW wants to know what do you think?  
 

 Do you worry about your agency or company being hacked?  
 Are your clients worried about being hacked? 
 Are they wanting cyber security insurance?  
 If so, are you able to obtain that insurance for them?  
 Is that insurance cost prohibitive?  
 Lastly, are you taking steps to make sure the information of your clients is 

safe and secure?  
 
Click here to answer. 
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