
Think about it: Are you protecting your digital domain? (Some notes – and questions - from the Exec. 
Dir.) 

While writing these notes, I sit in Baltimore to deliver some training to the fire, EMS and police 
departments, while the city tries to recover after their entire enterprise has been hit with ransomware. 
Emails, billing systems, court records and schedules, and communications systems are currently 
inoperable. Who is going to be next? 

 

Increasingly, the maritime domain is being targeted, as we’ve reported in this issue and in past ones. It is 
being targeted because typically, the digital infrastructure is older and a little more antiquated then 
other commercial domains. Additionally, the digital domain is growing exponentially in our space as 
shipping companies, cruise lines, and port authorities increase their electronic/cyber footprint to 
streamline operations and enhance the user/customer/passenger experience. All this, while fewer cyber 
risk management steps have been taken to protect the assets and the organization.  

 

Why are we so behind the curve? It’s often because a.) we/our leaders think we have a handle on it, or 
b.) we/our leaders don’t understand the issue well enough or recognize the threat that is before them, 
and lastly, c.) our IT/Security staff can’t keep up. When we think we have the cyber issue under control, 
it’s because we look at the security scanners and firewalls in place and feel relatively safe. We’ve put up 
a defensive wall, and assumed that we have done enough to keep the enemy out of our compound. But 
that is a defensive strategy, and it doesn’t tell us anything about what the enemy is doing outside our 
walls, where they are staging, or what angle they are going to take in their attack. We have no intel. 

 

When we think we have a handle on it, it’s also often the case that we really haven’t tested our security 
measures to see what type of vulnerabilities we have and where our gaps are. Although this is a 
relatively standard exercise in the world of Port Security when we look at our physical measures, we 
rarely approach this the same way on the cyber side of things. When we think we have a handle on it, 
we are usually trusting (or burdening) our IT folks with the responsibility, without taking this issue on 
from a command level and ensuring that it is addressed as an organization-wide priority. The reality is, 
the staff we’ve given all the responsibility to can quickly get overburdened, as the scanners we’ve 
installed start telling them about the 10,000 alerts they have, without really prioritizing those issues in 
terms of vulnerability or importance. Reams of pages on an excel spreadsheet don’t really help them to 
identify what is critical, and where should I spend my time fixing now. 

 

With all that said, what if you as an organization could become proactive, vs. reactive? What if you could 
save as much as the costs for one FTE position within the first year of cyber risk management platform 
implementation? What if you had access to over 60 intelligence sources that could tell you where the 
bad guy was coming from, what he was going to target, and what measures you could take now to 
secure that particular aspect or your organization, or asset? What if you as a leader, manager or Chief 
Executive could look at a dashboard that gave you an overall score that told you instantly how mature 
your security posture was... and told you in color coded symbols, where your vulnerabilities were, how 
big the threats were, and prioritized the threats so your staff could address the most important threats 
first? This is called cyber risk management, not cyber security. It is how you augment your security 



measures with a tool that helps you manage the process aggressively defeating the adversary before the 
attack occurs, and not passively reacting to things. Actively responding as the threat environment for 
your entire organization is depicted on one screen at the CEO level, at the management level, and at the 
operations level.  

 

What if you have an opportunity to have to have the same platform that was developed with a legacy of 
performance for DoD, the federal government, and States across the country… for as little as $12.95 per 
asset that you were protecting? What if you could test it all for free, on your system, in your 
environment, on your assets? What if you could get a port security grant to cover the investment costs? 

 

If I’ve given you cause to think about your organization and what you are doing now, and how that could 
be dramatically enhanced through implementation of a cyber risk management platform, contact us 
(info@nmlea.org), and we will introduce you to our STAR Product Partner, RiskSense. Its time we go on 
the offensive in our maritime domain when it comes to cyber risk. 

 

Onward and forward. 


